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	Purpose
	The purpose of the mobile security section is to describe the minimum security policy for mobile devices used to access State data, including usage restrictions, configuration management, device authentication, and implementation of mandatory security software. 

	Policy
	State business requirements may, on occasion, justify storing confidential data on mobile computing devices. It is the responsibility of the [Agency] to recognize the associated risks and take the necessary steps to protect and secure their mobile computing devices.

Device Identification (MP 7)
· [Agency] only allows portable media devices when these are assigned and identified to an individual owner.
· [Agency] only allows the use of portable media devices that allow sanitization.
· [Agency] shall use mobile devices that have the ability to be remotely wiped / erased.  
Access Control for Mobile Devices (AC 19) 
· [Agency] shall develop usage restrictions, configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices. 
· [Agency] shall develop a list of approved mobile devices. Only approved mobile devices shall be allowed to access the [Agency]’s network and information systems. 
· [Agency] shall develop and apply adequate asset management procedures to all mobile devices.
· [Agency] shall utilize the approved encryption standard for mobile devices.
· [Agency] shall implement controls to centrally manage the installation of standardized operating system, applications and patches on mobile devices.
· [Agency] shall remove sensitive and confidential information from the mobile device before it is disposed.
· [Agency] shall deploy administrative and technical controls to mitigate risks associated with lost or stolen mobile devices. 
· In order to reduce risks associated with vulnerabilities in mobile devices, [Agency] shall implement:
· Controls for testing vendor recommended patches, hot-fixes or service packs before such changes are approved installation; and
· A process to keep system hardware, operating system and applications up-to-date with the approved system updates.
· [Agency] shall disable all mobile device options and applications that are not in use or required by users’ duties.
· [Agency] shall protect all mobile devices with password or Personal Identification Number (PIN).
· [Agency] shall ensure all mobile devices have timeout/locking features.
· [Agency] shall develop controls for the protection of data storage on mobile devices including removable media. 
· [Agency] shall protect the storage and transmission of information on portable and mobile information devices through scanning the devices for malicious code, virus protection software. Before a mobile device is connected to an [Agency]’s network, it shall be scanned for viruses. If mobile device is used for transitional storage (e.g., copying data between systems), the data shall be securely deleted from the mobile device immediately upon completion.
· [Agency] shall develop a process for users to notify designated personnel when mobile devices are lost or stolen. The process shall include remote wiping / erasing of mobile devices. 
Access Agreements (PS 6)
· [Agency] shall ensure that individuals requiring access to information or information systems sign appropriate access agreements prior to being granted access.
· The physical security of these devices shall be the responsibility of the employee to whom the device has been assigned. Devices shall be kept in the employee’s physical presence whenever possible. Whenever a device is being stored, it shall be stored in a secure place, preferably out of-sight.

	Policy Supplement
	Refer to the Division of Information Security website for recommended enterprise solutions.

	Guidance 
	NIST SP 800-53 Revision 4: Media Use
NIST SP 800-53 Revision 4: AC 19 Access Control for Mobile Devices
NIST SP 800-53 Revision 4: PS 6 Access Agreements

	Reference 
	http://csrc.nist.gov/publications/nistpubs/800-53-rev4/sp800_53_r4_final_word_ver.docx
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